Year 5 Computing Knowledge Organiser

Topic- e-safety and e-responsibility

Key Vocabulary
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cyber-bullying Using electronic communications to send violent,

threatening, or harmful messages to someone.

m Being safe on the internet.

filtering

password A set of characters and symbols known only by the user
to keep their information safe online.

protection

Using software to control access to information online.

Programmes or software designed to protect the device
from threats and viruses.

I responsibility I Having a duty to control or look after something. I

secure To remain safe and out of danger.

Social The use of websites and applications to interact with
networking other users.

What is a secure password?

Who should you ask before
downloading something?

How do you know if an email is
‘phishing’?

Scam e-mails, phishing, and fraud!

» Email is a useful, collaborative tool. However, beware of
scam and junk emails as they can be a problem. They
can offer all kinds of fake things like money, holidays,
and low prices for expensive products. Check! Look
before you click on any links!

Look out! Trying to trick someone into giving out
information over email is called ‘phishing’. You might
receive an email claiming to be from your bank or from
a social networking site. They usually include a link to a
fake website that looks identical to the real one. When
you log in it sends your username and password to
someone who will use it to access your real accounts.

4 Inbox T4 of 4

Sender Subject Date
bill776556@interspam.ds FREE Money!!! £££ 03/01/2019
The Free Stuff Co! Reply now for FREE Stuff! :D| 04/02/2019
Lottery Legends You have won £5 million! 05/02/2019

bananas2345666@spamnet.bot Open now to read a secret! 06/02/2019

Strange looking or
long email addresses.

A subject saying you
have won something.

If the email is not from a Sometimes fake emails will say

name that you recognise, that you have won a prize or that

then do not open it. they have an amazing deal for you.

What if I receive a scam or phishing e-mail?

Forward it to report@phishing.gov.uk then delete the original
e-mail. Tell a trusted adult.
The National Cyber Security Centre can help with phishing.

Phishing:
Don’t Take the Bait
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Scammers use familiar
company names or prelend
to be someone you know.

They ask you to click on a link or

give passwords or bank account
numbers. If you click on the link, they
can install programs that lock you out
of your computer and can steal your
personal information.

What should | already know
about privacy?

Remember: we never share our full name with -
anyone online.

Things like where we live or where we goto
school should never be shared with strangers.
Never share your passwords with other people.

v Ask a trusted adult to ensure your privacy settings
are on 50 your location and profile are not public.

v Rather than use your name, use an alias (maybe
your favourite cartoon character) for public
profiles.




